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Abstract. Deterministic variants of CSIDH remove randomness from the group
action, either through implementation techniques or, as in Houben’s deterministic
CSIDH and OSIDH-LD, by design. Since earlier fault attacks on CSIDH mostly
target random point sampling, determinism seems to close that avenue. We show
that it opens another: every secret-dependent step occurs at a fixed, public point
of every execution, so an attacker can fault the same step repeatedly. Our attack
forces the mask that selects which of two lanes computes the next isogeny to zero, for
example by skipping one instruction. Whether the output changes reveals whether a
secret exponent reaches a chosen threshold, and a binary search over these thresholds
recovers the full key with one fault per execution: at most 297 oracle queries for
OSIDH-LD and 222 for deterministic CSIDH with CSIDH-512-sized keys. We recover
full OSIDH-LD keys in a software fault simulation of the reference implementation,
and show on a ChipWhisperer-Lite that the targeted instruction is skipped with
probability at least 0.94 at an isolated fault position. Finally, we argue that fault
resistance requires giving up determinism, and propose countermeasures relying on
randomization.
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1 Introduction

In recent years, there has been a boom in isogeny-based cryptography development, from
the algorithmic level to the implementation. One scheme that has advanced in several
aspects is CSIDH [10]. Since its proposal in 2018, there have been several developments,
such as constant-time implementations [19, 20, 1, 12, 13, 14]. A further milestone was
CTIDH [3], which improved upon the previous constant-time implementations. More
recently, there have been attempts to develop CSIDH implementations in a deterministic
way, such as: dCSIDH [6], dCTIDH (7], and a hardened version of CTIDH [4], which is
deterministic and free of dummy operations.
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However, all the previous works were engineering efforts; that is, the changes were not at
the algorithmic level, but rather implementation techniques that allow the operations to be
performed in a deterministic way. To address this at the algorithmic level, Houben proposed
changes to CSIDH to make it fully deterministic [16]. Moreover, he also presented another
version that uses the idea of orientations on curves, making this version deterministic as
well [17]. Subsequently, Wang, Lai, Lin, and Zhao [22] implemented the scheme in [17]
using parallel techniques to speed up.

Implementations on embedded devices must also be secure against fault attacks, and
CSIDH has been studied extensively in this respect. Existing attacks target the two sources
of non-determinism above: dummy isogenies [8, 9, 18, 15], and random point sampling [5].
Neither is present in Houben’s deterministic CSIDH or in OSIDH-LD: there are no dummy
operations, and the kernel points are part of the public parameters.

This seems to close the fault avenue, but the secret still decides, at every step, which of
the two trails advances. In constant-time code, this decision is a conditional swap driven
by a secret mask, which is invisible to timing but not to faults. Because the schedule is
fixed and public, the attacker can fault the same decision in every execution: determinism
makes the fault reproducible.

Related work. LeGrow and Hutchinson [18] provide a mathematical analysis of fault
attacks against constant-time CSIDH implementations that use dummy isogenies. They
show that if the real isogenies of each prime degree are executed before the dummy ones
(real-then-dummy), an attacker can recover the entire private key up to sign with absolute
certainty using a binary search strategy that requires only . ([logy(b;)] + 1) carefully
timed faults, for b a bound vector defining the keyspace.

Chiu, LeGrow, and Xiong [15] bridge the gap between the theory and practice. They
build a complete fault-injection attack pipeline against real-then-dummy CSIDH running
on STM32 microcontrollers, using low-cost voltage glitches. Their work highlights prac-
tical challenges ignored by earlier models—such as non-deterministic fault success rates,
device resets, and the need to tune glitch timing and duration per isogeny degree. They
experimentally validate the binary-search attack, propose new bounds on the number of
faults required under realistic success probabilities, and are the first to empirically test the
dynamic random decision-vector countermeasure.

In [5], the authors introduce the notion of a disorientation fault: a perturbation that
causes one step of the group-action computation to proceed in the opposite direction from
what the secret key prescribes. When an ¢;-isogeny step is misdirected in this way, the
output curve lies ¢?-isogenies away from the intended image, and comparing the faulty
output with the correct one yields a one-bit oracle on the affected exponent. In standard
CSIDH implementations, the probabilistic point-sampling step is the natural fault site:
corrupting the square-root test can force the sampled point onto the quadratic twist,
reversing the sign of the computed isogeny.

Our attack is likewise a disorientation fault, but it targets a dummy-free deterministic
implementation where no point sampling occurs at all: the kernel points P and @ are fixed
as part of the public parameters, so there is no sampling step to corrupt. Instead, the fault
corrupts the secret-dependent lane-selection mask, causing one isogeny to be computed on
the wrong trail. In this sense, our work extends the disorientation paradigm to a setting
that gives a faulty oracle for free, and it reinforces the broader lesson of [5]: determinism
is the key property that makes a fault target reproducible.

Contributions. We show that removing randomness from the CSIDH group action, as
Houben’s deterministic CSIDH [16] and OSIDH-LD [22] do by design, enables a simple
fault attack. The weakness lies in the fixed, public schedule, not in a particular
implementation. More precisely:
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o Safe-error oracle. Both schemes select the lane of each isogeny step with a constant-
time conditional swap whose mask depends on the secret. Forcing this mask to zero,
e.g., by skipping one instruction, changes the output if and only if the step index
j exceeds s;. Since the schedule is public, the same step can be faulted in every
execution.

o Key recovery. A binary search per secret component recovers the key in at most
nflogy(B + 1)] queries: 222 for deterministic CSIDH (n = 74, B = 5). For OSIDH-
LD (1d256), a two-stage search handles the cycle structure and the torsion powers
e; > 1 in at most 297 queries, matching the information-theoretic bound.

o Experiments. We recover full keys in a software fault simulation of the OSIDH-LD
reference implementation [22]. On a ChipWhisperer-Lite, a clock glitch aligned to
the isolated mask computation skips the instruction in 50 of 50 attempts (p > 0.94
at 95% confidence).

e Countermeasures. We randomize the order of the primes and of the outer loop,
keeping both schemes dummy-free. For OSIDH-LD, shuffling plus one extra all-zero
iteration turns every effective fault into an abort that hides the targeted prime,
provided the lane check is enforced. For deterministic CSIDH, where a fault yields a
valid but wrong curve, shuffling raises the cost to 723-1605 successful faults, and
randomizing the outer loop leaves only a statistical estimate of the key.

Table 1 summarizes the attack and the countermeasures.

Table 1: Fault complexity and leakage of our attack on each variant. CSIDH uses the
CSIDH-512 primes (n = 74, B = 5); OSIDH-LD uses 1d256 (n = 49, B = 35, r = 13), with
s; € 0, Be;]. # Faults: worst-case oracle queries for the deterministic variants; expected
successful faults for the randomized ones (best and worst case for CSIDH). For OSIDH-LD
with prime-order randomization, the attacker learns the indices 7 whose s; lies in the
top range ((B — 1)e;, Be;], which fixes s; = B when e; = 1. Added cost: extra isogeny
computations over the unprotected scheme. n.d.: not determined.

Variant Scheme # Faults Leakage Added cost
Deterministic CSIDH 222 full key -
OSIDH-LD 297  full key -
Prime-order randomization CSIDH 723-1605 key candidate 0
OSIDH-LD 219 {i:s; > (B—1)e;} 0
+ outer-loop randomization ~CSIDH n.d. statistical estimate 0
+ one extra iteration OSIDH-LD - - +1/B (~ 2.9%)

Our code is available at: https://github.com/gbanegas/faulty isogenies.

2 Background

This section gives a brief mathematical background necessary to understand the rest of
the paper.

Elliptic curves, twists, and isogenies. In the CSIDH setting, we work with supersingular
Montgomery curves over IF),, written as

Ea: y?=a2%+ Az? + 1z,
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with A € F,, and A? # 4. Their quadratic twist is E_4 : y*> = 2® — Az? + z. The curves
E 4 and E_ 4 are isomorphic over IF,,2 but, in general, not over F,,. In the CSIDH parameter
regime, where p = 3 mod 4, supersingular curves defined over [, satisfy #E4(F,) =p+ 1.
The curve Ey with j(Ep) = 1728 is exceptional in that it is F,-isomorphic to its quadratic
twist, and it is used as the base point of the group action.

An isogeny ¢ : E — E’ is a non-constant morphism of elliptic curves that preserves
the group law. It is uniquely determined by its kernel, a finite subgroup of E, and its
degree equals the size of that kernel. In CSIDH, the relevant isogenies have small odd
prime degree ¢; and connect vertices of the supersingular isogeny graph over Fp,.

CSIDH and the class-group action. Let

where the /; are distinct small odd primes. This choice gives access to efficient ¢;-isogeny
computations. This geometric setup has a surprising correspondence in the algebraic world.
For the imaginary quadratic order

O = Z[r] = Z[V-p],

the ideal class group cl(O) acts freely and transitively on the set € of supersingular elliptic
curves over [, with F,-endomorphism ring isomorphic to O. We denote the action of an
ideal class [a] on £ € £ by ax E.
Each prime ¢; splits in O as
(4;) = L,
and the corresponding ideal classes [I;] and [I;]~! represent the two possible directions of
an {;-step in the graph. Accordingly, a private key is an exponent vector

(e1,...,en) € [-B, B]",

representing the class

Applying [a] to the base curve Ey amounts to walking in the isogeny graph, taking a
positive £;-isogeny when e; > 0 and a negative ¢;-isogeny when e; < 0. The resulting curve
E’ = ax* Ejy is the public key. Since the action is commutative,

a*(b*Eo):b*(a*Eo),

two parties obtain the same shared secret by applying their secret classes in either order.
We use the following shorthand throughout the paper. For a set S of primes ¢;, we
write @g for the isogeny whose kernel is generated by the corresponding ¢;-torsion points,

and pg for its dual. For an ideal class [a], we write p, for an isogeny realising the action
of [a].

Point sampling and xz-only arithmetic. A key feature of CSIDH is that the action can be
implemented efficiently on Montgomery curves using only z-coordinates. This enables the
use of z-only arithmetic together with Vélu’s formulas for the computation and evaluation
of isogenies. Given a point generating a kernel of order ¢, Vélu’s formulas produce the
corresponding /-isogeny, and the cost is essentially linear in the kernel size.

The sign of a step determines on which curve the kernel point must lie. To compute a
positive ¢;-isogeny from E 4, one needs an Fp-rational point of order ¢; on E4. To compute
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a negative £;-isogeny, one instead needs a point of order ¢; on the quadratic twist F_ 4.
Standard CSIDH obtains such points by point sampling: one chooses an z-coordinate at
random and tests whether 2% + Az? 4+ z is a square or a non-square in F,. This determines
whether the sampled point lies on E4 or on its twist. After projecting to the appropriate
{;-torsion component, one obtains a kernel generator for the desired isogeny.

To reduce the number of samplings, implementations reuse sampled points by pushing
them through successive isogenies. If ¢ is an isogeny with kernel generated by R, then
©(P) is a point on the image curve whose order is reduced by the torsion already consumed
in the step. As a consequence, fresh point sampling must be performed repeatedly during
a full group-action computation.

Secure implementations. For this paper, a constant-time implementation is one whose
control flow, memory accesses, and instruction sequence do not reveal secret-dependent
information through timing. This does not mean that every execution has exactly the same
runtime in an absolute sense; rather, it means that the variations are independent of the
secret key. This distinction is important in the CSIDH setting: even when timing leakage
is removed, the implementation must still realise the secret-dependent choice between
positive and negative isogeny steps. Our attack surface comes from how that choice is
encoded and manipulated in deterministic implementations.

3 Deterministic CSIDH variants
3.1 Deterministic CSIDH

In [16], the idea is explained in full generality and it is used to develop two algorithms that
differ in the number of kernel points used. We focus here only on the concrete application to
the CSIDH setting, as this is the one that we subsequently show an attack for. The attack
ideas transfer, at least at a structural level, to the broader deterministic framework of [17]:
both schemes share the same fundamental mechanism of a secret-dependent lane-selection
mask implemented as a constant-time conditional swap, and it is this mechanism—not any
detail specific to the CSIDH group action—that our fault exploits. We return to this point
in Section 4.3, where we show that the oracle-based key recovery applies to OSIDH-LD
with only minor adaptations to account for the cycle structure and the torsion powers
e; > 1.

The norm of the endomorphism 7m — 1 as an algebraic integer is p + 1. This implies
that the principal O-ideal generated by m — 1 factors into

where ¢ denotes the ideal (4, 7 — 1) corresponding to the 4-isogeny. This yields the following
class group relation, proven independently in both [11, Lemma 8] and [21]:

[ = =[] [ta)-

Hence, to compute the group action corresponding to the exponent vector (1,...,1), one
can alternatively compute a negative 4-isogeny. In other words, 7 — 1 as an endomorphism
can be decomposed as ¢g, 0 ps, °0 @4}, for S1 and Sy two disjoint sets together containing
all primes ¢;.

Restricting to exponent vectors in [0, 1], for a given vector (ey,...,e,) corresponding
to the action a x E, we define

S1={l;|e; =1} and Sy ={¢ |e; =0},
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so that both ¢g, and pg, o @43 map E to the same curve E' = ax E. Writing ¢ and ¢~
for pg, and @g, respectively, the core idea of the deterministic variant is to compute both
trails simultaneously. In this way, the number and degree of isogenies computed is the same
regardless of the private key instance, and since computing a positive or negative ¢;-isogeny
has the same runtime, a passive attacker! cannot detect which trail was advanced at each
step. Point sampling is avoided by appending kernel points P € E(F,) and Q € E'(F,),
both of order [], £;, to the public key, so that both trails can be computed by the standard
point-pushing strategy. This is detailed in Algorithm 1 (same as [16, Algorithm 3]), and
generalised to compute the entire group action by repeating the procedure B times.

Algorithm 1: Deterministic CSIDH
Input: An elliptic curve E/Fp, points P € E(Fp) and Q € E*(Fp) of maximal odd order, an

integer B € Zxo, a vector of integers (s1,...,sn) € [0, B]™.
Output: The curve E/ := HZ I’ « E, points P’ € E'(Fp), Q" € E"*(Fp) of maximal odd order.

L (P (P,Q);

2 for j < 1to B do

3 (P, P™) « (P, Q");

4 m <+ Hl li;

5 for i < 1 ton do

6 if j < s; then

7 m < m/l;;

8 K « [m]PT;

9 (ET,P*,Q’) + Eval-f;-isogeny(ET, K, PT,Q’);

10 P~ « [4;]P;

11 else

12 m < m/l;;

13 K+ [m]P—;

14 (E~,P~,P') < Eval-{;-isogeny(E~, K, P~,P');

15 | Pt [6]PT;
16 (E~,P') + Eval-4-isogeny(E~, P');
17 | assert Et =E—;

18 return (ET, P, Q’);

To avoid resampling kernel points after each iteration, P and @ are pushed through
the opposite trails. Since (P) N {(Q) = {0}, no torsion is lost in the process: ¢~ (P) is
a maximal odd order F,-rational point on E’, and ¢*(Q) is a maximal odd order point
that is F,-rational on E'. The Eval-4-isogeny step computes a negative 4-isogeny using
explicit formulas to bring the two trails together, and the if-branch is implemented as a
Cswap—a constant-time conditional swap of two memory registers.

3.2 OSIDH-LD

The scheme of [17] generalises the deterministic group-action framework of Algorithm 1 to
supersingular curves equipped with orientations by imaginary quadratic orders of large dis-
criminant. The resulting protocol, called OSIDH-LD in the accompanying implementation
paper [22], retains the four properties that motivated our study: it is fully deterministic,
dummy-free, constant-time, and branch-free.

The state carried through the computation is a full kernel representation of the
orientation. The orientation is chosen to be a separable endomorphism with a cyclic
kernel and degree M" for M = []}_, £{’, hence it can be represented as a composition
of r isogenies ¢;, each of degree M and a kernel generated by P; € E(F,). This is a key
component that allows for the use of only [Fj2-arithmetic by keeping track of the kernels
of all isogenies in the composition and their duals. A full kernel representation is thus a

1An attacker who can perform side-channel analysis but cannot alter execution via fault injection.
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cycle of r tuples (Ej, Pj,Q;), where each E; is a supersingular curve over F,2 and P}, Q;
are torsion points of maximal odd order M. The group action is evaluated by running B
iterations of a core loop that processes all r tuples and all prime factors of M in a fixed,
publicly known order. For the 1d256 parameter set, the concrete values are

r = CYCLE LENGTH = 13, B = ITERATIONS = 35,

n =P_LEN+M LEN = 49.

The torsion powers are ey = 4 for prime 3, e3 = 2 for prime 11, and e; = 1 for the
remaining 47 primes, so the secret key components satisfy s; € [0, B - ¢;].

Algorithm 2 describes one iteration of the group-action evaluation (same as [17, Algo-
rithm 1]). The full group action is obtained by running B successive applications of this
algorithm, each time feeding the output orientation cycle as the next input. Comparing
with Algorithm 1, the key structural differences are fourfold. First, the state is a cycle of r
tuples rather than a single curve with two kernel points; the outer loop over j processes
each tuple independently, which is precisely the parallelism exploited in [22]. Second,
because the torsion order M may have prime-power factors (i.e. e; > 1), each prime ¢;
requires e; inner steps, each guarded by the same Cswap pattern. Third, there is no closing
4-isogeny step; instead, an isomorphism identification is applied at the end of the j-loop
to ensure that the two lanes Ry and R; share the same curve coefficients [22, Remark 1].
Finally, the positive (p;r and negative ¢ sides are not computed starting from the same
curve but from neighbouring ones, which has an (insignificant) impact on the form of the
disorientation fault we obtain. Namely, disorienting an ¢;-isogeny results in a faulty curve
that is an /;-isogeny away from the correct one, instead of £? as in the case of deterministic
CSIDH.

Algorithm 2: OSIDH-LD group action (one iteration)
Input: A full kernel representation £ = {(Ej, P;,Q;) | 1 < j < r} of a Z[o]-orientation on E, a
vector (s1,...,8n) € H:'L:1[Ov €;l.
Output: A full kernel representation &' = {(E}, P}, Q}) | 1 < j < r} of the Z[o]-orientation on

B [T, ] <2 -

1 for j <~ 1 to r do

2 Ro < (Ej, Pj, Qj);

3 Ry + (Ejt1, Qj+1, Pj+1); // indices mod 7
4 m < H::l é;’i’;

5 for i < 1 ton do

6 fort + 1 to e; do

7 b (t> s;); // secret-dependent control bit
8 Cswap(Ro, Ri, b);

9 m < m/l;;

10 K + Mul(Ro[0], Ro[l], m);

11 (Ro[0], {Rol[1], Ro[2]}) + IsoG(Ro[0], {Ro[l], Ro[2]}, K, £;);

12 Ri[1] + Mul(R:[0], R1[1], €);

13 Cswap(Ro, Ri, b);

14 Ro[1] < R1[2];

15 B + IsoFix(Ro, R1); // isomorphism identification for E
16 return Ef,...,E/;

The Mul and IsoG calls are the same scalar-multiplication and isogeny-evaluation
primitives as in Algorithm 1; IsoFix denotes the isomorphism step that reconciles the
two lanes after each j-iteration. The Cswap on line 8 of the inner-most loop is exactly the
operation whose secret-dependent mask is our fault target, as detailed below.

The feature that matters for our attack is not the presence or absence of explicit
branches, but whether the computation performs secret-dependent routing of the active
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lane in a deterministic schedule. OSIDH-LD does exactly that, via masked swaps. In the
reference implementation, the function eval_action follows the same structural pattern
as Algorithm 1: it computes a bitmask from the secret thresholds, uses that mask to swap
the two lanes, performs the isogeny work on the active lane, and then swaps the lanes
back, the code that implement this part is in Listing 3, where compare_gt returns the
all-ones word when ¢t < s; and zero otherwise, and swap_vertices performs a branchless
conditional swap on all five field elements of each vertex_t. When t < s;, the mask is
all-ones and the active lane is moved into position R[0]; when ¢ > s;, the mask is zero
and no swap occurs.

Listing 1: Fault target in eval_action (protocols.c).

digit_t b = compare_gt(t, s[il);

swap_vertices (&(R[0]), &(R[1]), Db);

/* ... scalar multiplication + isogeny evaluation on R[0] ... x/
swap_vertices (&4(R[0]), &(R[1]), b);

This is the exact analogue of the bool c assignment in Listing 2. A fault that forces
the mask to 0 when it should be all-ones leaves the wrong lane active and executes one
isogeny step in the wrong direction—the same mechanism exploited in Section 4. Crucially,
this observation shows that branch-free code is not automatically fault-resistant: the attack
surface is the secret-dependent selection mask, regardless of whether the implementation
contains an explicit if statement.

4 Attack

In this section, we present the core idea of the fault attack and identify the computation
that an attacker must fault in the deterministic CSIDH variant of [16]. For the attack, the
relevant objects are the two companion states ET and E~ together with the associated
points Pt and P~. At each iteration, the implementation uses a secret-dependent control
bit to decide which lane is active, performs the isogeny computation on that lane, and
then swaps the two lanes back. Our attack targets exactly this control value.

4.1 Attack Model

We consider an active attacker who can query the target device multiple times while the
same long-term secret key is used, and who can inject a single transient fault during one
chosen execution. This is the standard setting for implementation-level fault attacks on
isogeny-based protocols, and it is consistent with prior work such as [5].

The concrete fault model is deliberately weak. We assume that the attacker can force
one secret-dependent Boolean control value from True to False, or equivalently from 1 to
0, at a chosen step of the deterministic loop. Operationally, this models an instruction
skip, a corrupted comparison result, or a transient fault on a register carrying the branch
condition. We do not assume the ability to set arbitrary values, to modify the secret key
directly, or to inject multiple coordinated faults in one execution.

The second assumption is that the attacker can target a specific loop iteration, and
therefore a specific prime-degree isogeny step. This is precisely where determinism matters:
because the implementation executes the prime factors in a public and reproducible order,
the same step is reached at the same relative time in every execution. As a result, once
the attacker has aligned the fault to one chosen event, the same event can be targeted
repeatedly.

Under these assumptions, a successful 1 — 0 fault causes the implementation to execute
one isogeny step on the wrong lane. The fault-free and faulted executions then produce
different outputs, which turns the resulting comparison into a one-bit oracle on the secret-
dependent control value; Section 5 shows that the fault can be injected at the targeted
control site.
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A successful fault can have two outcomes depending on implementation choices and
the fault injection place: producing a disorientation or an execution error. We stress that
in our attack, both outcomes result in recovering the same amount of information, namely
one exponent (or a more restricted bound in the case where e; > 1 or B > 1) of the secret
key.

4.2 Key-recovery procedure

We now show that the one-bit oracle suffices to recover the entire secret key (s1,...,s,) €
[0, B]™.

The lane-selection mask. We fix the convention once, as both schemes use it. The isogeny
of a step is always computed on the default lane—E™T together with P* in Algorithm 1, the
register Aright in Listing 2—and the secret selects a lane by swapping the two before the
computation and swapping them back afterwards. Since s; counts the steps that belong to
the default lane, the mask is set exactly when the step counter has passed the threshold:

c=1 = j>s,. (1)

This is what Listing 2 computes as bool ¢ = (e[i] <= k), with k counting from 0 and
j=k+1,so that s; <k <= j > s;. The branch condition of Algorithm 1 is the
complement of ¢; it is the mask, not the branch condition, that the attacker faults.

Oracle definition. Fix a prime index ¢ € {1,...,n} and an outer-loop counter j €

{1,..., B}. Let PK(s) denote the output of Algorithm 1 on secret key s, and let PKEj’i)(s)
denote the output when the mask at step (7,4) is forced to 0. Define

O(j,i) = [PK(s) = PKY(s)].

If j < 's;, the mask is already 0 by Equation (1); forcing it to 0 has no effect and both
outputs agree, so O(j,i) = 1. If j > s;, the mask is 1; suppressing the swap leaves the
step on the default lane instead of the one the key prescribes, and the outputs differ, so
O(j,4) = 0. Hence

0G,i) =1 > j <s. (2)

The fault is thus a safe error: the bit is read from whether the fault changes the output,
which turns a single skipped swap into a reliable one-bit oracle.

Binary search. For a fixed ¢, the map j — O(j,4) is monotone non-increasing: it returns 1
for all j < s; and 0 for all j > s;. The threshold s; is therefore the largest j with O(j,4) = 1,
and s; = 0 exactly when O(1,4) = 0. A standard binary search over j € {1,..., B} locates
it using at most [log,(B+1)] oracle queries. Repeating for each coordinate ¢ independently
gives a total of n - [logy(B + 1)] oracle queries to recover the full key.

Concrete complexity. For the CSIDH-512 parameter set [10], where n = 74 and B = 5,
the binary search requires [log, 6] = 3 queries per coordinate, yielding 74 x 3 = 222 oracle
queries in total (197 on average). Each oracle query corresponds to one fault injection
followed by an output comparison. With the repeated-trial model and the rate p = 3/1281
of Section 5.3, a full recovery takes about 6.9 x 10° glitch attempts, between 2.4 x 10° and
3.4 x 108 across the Clopper-Pearson interval.
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4.3 Attacking OSIDH-LD

The fault attack described above extends naturally to OSIDH-LD (Section 3.2). The
structural argument is the same: the implementation is fully deterministic, so every secret-
dependent branching decision occurs at a predictable point in each execution, and a single
1 — 0 fault at that point misroutes one isogeny step onto the wrong lane. What differs
from the dCSIDH setting is the shape of the secret key space, the presence of a cycle
dimension, and the fact that two primes carry torsion power e; > 1. We spell out these
differences below.

Fault target. The sensitive assignment in eval_action (see Listing 3) is b +— compare_gt(t, s[i]),
which appears inside a double loop: an outer loop over prime index 7 € {1,...,n} and an

inner loop over step t € {1,...,¢;}, where e; = TORSION_0DD_ POWERS[i]. This structure

is repeated for each of the r = CYCLE_ LENGTH = 13 orientation tuples in the cycle. For the
1d256 parameter set, the prime slots are split into P_LEN primes with kernel in E[p + 1]

and M__LEN primes with kernel in E[p — 1], giving n = P_LEN+M_ LEN = 49 independently
recoverable key components.

Oracle. At outer iteration u, the effective key value for component ¢ is seg = s; — u - €5,
clamped to [0, ¢;], and Equation (1) reads b =1 <= t > s.g: the first s.g of the e; inner
steps run on Ry and the rest are routed to R;. Let PK(s) denote the unfaulted public key
and PK]Su”’t)(s) the output when compare_gt is forced to 0 at outer iteration u, prime
index ¢, and inner step t. The oracle is

O(u,i,t) = [PK(s) = PK{""(s)].

The public-key comparison checks all r = 13 j-invariants of the output orientation cycle,
so any misdirected isogeny step produces a detectable divergence. At ¢ = 1 the mask is set
precisely when s.g = 0, so by the same argument as in Equation (2),

Ou,i,1) =1 < s; > u-e;.

Two-stage key recovery. For a fixed prime index 4, a binary search over u € {0,..., B}
with ¢t = 1 locates the smallest u* with O(u*,i,1) = 0, using at most [log,(B + 1)] = 6
queries. Together with O(u* —1,7,1) = 1 this gives s; € ((u* — 1) - e;, u* - ¢;].

For primes with e; = 1 (the remaining 47 primes in 1d256) the block is a single
value and the search ends there, with s; = u*. For the two primes with e; > 1 (prime 3
with e; = 4 and prime 11 with e4 = 2) a second stage is needed: a binary search over
t € {1,...,e;} at outer iteration u* — 1, where the mask at step ¢ is set exactly when
t>s; — (u* —1)-e;. The threshold is the largest ¢ with O(u* — 1,4,t) = 1, which resolves
s; within the block using at most [log, e;] additional queries.

Concrete complexity. For the 1d256 parameter set (B = ITERATIONS = 35, n = 49), the
total oracle query count is

47-6 4+ (6 + [logy4]) + (6+ [logy2]) = 2824847 = 297 oracle queries,

and 259 queries on average over uniformly random keys. The two-stage search is optimal:
the components with e; > 1 range over B - e; + 1 values, namely 141 and 71, and
[log, 1411 = 8 and [log, 71] = 7 match the counts above, so no query is wasted. These
are information-theoretic bounds under a perfect oracle; they do not account for hardware
fault rates or repeated-trial overhead.
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Cycle dimension. The same secret threshold s; is tested r = 13 times per outer iteration,
once for each orientation tuple, and a glitch on any of these instances yields the same
oracle bit. This relaxes the timing precision the attacker needs, not the per-execution
success probability, which the single-fault model of Section 4.1 fixes at p.

5 Experimental results

We evaluate the attack in two stages. The first part is a software-level fault simulation,
in which we inject precise faults through flags that select the location of the fault, and
evaluate the resulting outputs. The second stage is a more realistic setup in which we run
a hardware experiment on a ChipWhisperer-Lite (CWLITE-ARM) board; the board’s
memory and timing budget does not accommodate a full group-action computation, so
we isolate the targeted control site and demonstrate that the fault is feasible in practice.
Throughout, we work within the attacker model of Section 4.1.

5.1 Fault positions

Because the implementation of [16] executes the class-group action in a fixed order, a
fault in the main loop of Algorithm 1 hits a predictable prime-degree step, whereas in
non-deterministic variants the same secret component is reached at different times across
runs. Within that loop, the most sensitive site is the assignment on line 3 of Listing 2,
which computes the lane-selection mask: faulting it does not corrupt an auxiliary value
but changes which lane takes the next isogeny step.

Listing 2: Action computation on deterministic CSIDH.

1 uint ell_i;
2 uint_set (&ell_i, primes[i]);
3 bool ¢ = (e[i] <= k);
4 proj_cswap (&Aright, &Aleft, c);
5 proj_cswap (&right_kernel, &left_kernel, c);
6 proj_cswap (&P, &Q, c);
7 xMUL (4kernel_point, &Aright, &right_kernel, &cofactor); /* order primes[i]
*/
8 xIS0G (&Aright, &Q, &right_kernel, &kernel_point, primesl[il); /* push (, right_kernel
through */
9 XMUL (&left_kernel, &Aleft, &left_kernel, &ell_i); /* both kernels: order

cofactor */
10 proj_cswap (&Aright, &Aleft, c);
11 proj_cswap (&right_kernel, &left_kernel, c);
12 proj_cswap (&P, &Q, c);

OSIDH-LD fault target. The same idea applies directly to OSIDH-LD. The core loop
of eval_action in the reference implementation mirrors Algorithm 1 of [17] exactly: for
each prime index ¢ and inner step ¢, the implementation computes a secret-dependent
bitmask and uses it to select the active lane before evaluating the isogeny. More precisely,
the sensitive assignment is given in Listing 3.

Listing 3: Fault target in eval_action (protocols.c).

digit_t b = compare_gt(t, s[il);

swap_vertices (&(R[0]), &(R[1]), Db);

/% ... scalar multiplication + isogeny evaluation on R[0] ... */
swap_vertices (&(R[0]), &(R[1]), Db);

AW N =

Here compare_gt returns the all-ones word when ¢t > s.g and zero otherwise, and
swap_vertices swaps all field elements without branching. This is the mask of Equa-
tion (1): the first s of the e; inner steps run on R[0] and the rest on the companion lane.
Forcing b to zero at a chosen (u,j,4,t) keeps the step on R[0], misrouting one isogeny
step exactly as in the deterministic CSIDH case.
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5.2 Software-fault analysis

We implemented a software fault model on the released OSIDH-LD reference code [22]. The
implementation provides a drop-in companion function eval_action_faulty, which is
identical to eval_action except that it intercepts the compare_gt call at line 1 of Listing 3
for a chosen tuple (u, j, 4, t) and forces the result to zero, leaving the rest of the computation
unchanged. The corresponding faulty public-key function osidhld_PublicKey_faulty
wraps this modified action, tracks which outer iteration is currently executing via a global
counter, and fires the fault exactly once at the specified coordinates. This experiment
requires no change to the isogeny formulas and assumes no hardware fault model beyond
the ability to corrupt one secret-dependent mask value.

When compiled without -DNDEBUG, the reference implementation checks after each
outer iteration that the two lanes still encode the same curve:

Listing 4: Lane-consistency assertion in eval_action.

1 #ifndef NDEBUG

2 ec_j_inv(&jl, &E1);

3 ec_j_inv(&j2, &E2);

4 assert (fp2_is_equal (&j1, &j2));
5 #endif

It is natural to expect a misrouted step to trip this assertion. Within the faulted outer
iteration it does not. We ran the faulted action with assertions live, instrumenting the per-j
lane comparison: at the faulted cycle position the two lanes agree, both on j-invariants
and on the stronger Ay coefficients. The same holds when a single swap_vertices is
skipped instead of the comparison.

The reason is the meet-in-the-middle structure of the inner loop. Within cycle position
J, lane O starts at E; and lane 1 at E;,, traversed in the opposite direction, and each
{;-isogeny is routed to one lane or the other. Writing ag, a; for the sub-products sent to
the two lanes, the lanes meet precisely when aga; = ¢, the fixed class linking adjacent
cycle vertices. A misrouted step at index ¢* moves that one factor from the companion
lane to lane 0: ag — agl;» and a; — alliil. The product is unchanged, so the meeting
condition still holds and both lanes arrive at the same curve—namely [;« x (honest curve),
the curve the honest computation would reach with s;« replaced by s;« + 1. The invariant
the assertion tests is preserved by exactly the perturbation the attack induces.

This invariance is local to the faulted iteration. Afterwards, position j holds ;= * £}
while its neighbours are honest, so adjacent vertices are no longer linked by ¢. If the fault
occurs before the last outer iteration (u < B — 1), the next iteration starts its lanes from
these vertices, the lanes at positions j — 1 and j end [;+ apart, and a build with assertions
enabled aborts there. Only a fault in the last outer iteration (u = B — 1) passes every
check.

Two consequences. First, the implementation’s own consistency check is not a counter-
measure against this fault: it is compiled out of release builds (-DNDEBUG), and even with
assertions enabled it misses every fault in the last outer iteration. Second, every effective
fault is visible in the output: a debug build aborts, and otherwise the returned orientation
cycle differs from the honest one. Comparing all » = CYCLE_ LENGTH = 13 j-invariants of
the faulted orientation cycle against those of a reference run is precisely the oracle used
for recovery; an abort reads as a mismatch.

Full key recovery in software. The two-stage binary search of Section 4.3 is implemented
on top of this fault oracle. recover_one_component runs the block search over u at
t = 1 and dispatches to the inner search over ¢ only for the two primes with e; > 1;
recover_full_key iterates it over all 49 prime indices and verifies the reconstructed key
against the victim’s public key at the end. Under a perfect output-equality oracle, the run
recovers the full key within the 297-query worst case of Section 4.3; hardware fault rates
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and the repeated-trial overhead are treated below.

5.3 ChipWhisperer-Lite analysis

To show that the control bit identified in Section 5.1 can be faulty on real hardware,
we ran clock-glitching experiments on a ChipWhisperer-Lite platform. The target is an
STM32F303RCT6 microcontroller: a 32-bit Arm Cortex-M4 running at up to 72 MHz,
with 256 kB of flash and 48 kB of RAM (40kB SRAM plus 8 kB CCM). As a compiler we
use a arm-none-eabi-gcc version 16.2.0.

A full class-group action for the larger CSIDH parameter sets exceeds the board’s
memory and timing budget, so our aim is not to benchmark the complete protocol but
to reproduce the fault at the sensitive control site and measure how often it succeeds.
Following [15], we therefore port only the fault-sensitive fragment to the Cortex-M4. The
reliability of that single flip is what the oracle of our recovery procedure requires, together
with the zero-mask behaviour discussed below.

More precisely, we target the mask assignment at line 3 of Listing 2, aiming for the
case where it evaluates to True in a fault-free run—by Equation (1), a step that the key
routes to the companion lane—but is read as False after a glitch. On the board, the mask
assignment and the first swap are bracketed by trigger_high() and trigger_low().

Sweeping the glitch parameters, the most productive region used an offset in [—21, 13]
and a pulse width of 12-20; within it we observed 3 successful instruction skips out of
1281 executions, i.e., an empirical per-attempt probability of ~ 2.34 x 1073, with a 95%
Clopper-Pearson interval of roughly [5 x 1074, 7 x 1073]. The rate is low, but it shows
that the control bit can be flipped on a commodity evaluation setup. The search was not
tuned for maximum fault rate, and more precise equipment—Iaser injection, or finer clock
and voltage control—would improve it.

Analysis of OSIDH-LD. We now show, on the same platform, that the compare_gt mask
can be faulted in practice on the OSIDH-LD reference implementation [22].

Target and method. As for deterministic CSIDH, the full 256 bit IF» group action does
not fit the board, so we isolate the compare_gt comparison and constant-time swap of
Listing 3 in a minimal harness (Listing 5). Between trigger_high() and trigger_low(),
it applies them to a two-word proxy state initialised to distinct sentinels, then reports
over SimpleSerial which sentinel RO holds. We choose ¢t > s, so the honest mask is all-ones
(Equation (1)) and RO ends with SENTINEL_R1, reported as 0x01; a successful 1—0 fault
leaves SENTINEL_RO, reported as 0x00, and any other value is a corrupted response. Since
R1 is not read back, 0x00 shows only that RO was not overwritten.

Listing 5: On-device fault site (target_osidh.c): the compare_gt + swap of Listing 3,
isolated on a two-word proxy state and bracketed by the trigger. The sentinel check turns
the outcome into the one-bit oracle read over SimpleSerial.

1 volatile uint32_t RO = SENTINEL_RO; /% OzAAAAAAAA */

2 volatile uint32_t R1 = SENTINEL_R1; /* 0x55555555 */

3

4 trigger_high();

5 digit_t b = compare_gt(t, s); /* OzFF..FF iff t > s */

6 swap_words (&R0, &R1, Db); /* branchless conditional swap */
7 trigger_low();

8 /% RO == SENTINEL_R1 : swap happened -> 0xz01 (correct) */

9 /% RO == SENTINEL_RO : swap skipped -> 0z00 (fault injected) */

We clock-glitch at the nominal 7.37 MHz target clock, inserting a single glitched cycle
(scope.glitch.repeat= 1) so that at most one instruction is skipped, and sweep three
parameters: the external offset ext_offset (which clock cycle after the trigger) and the
intra-cycle offset and width of the pulse.
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Fault-parameter search. A coarse sweep over ext_offset € [0,10], offset € [—20, 20]
and width € [6,24] (steps 1, 2, 2; 2310 points, 3 attempts each) confines every effective
fault to ext_offset = 3, the cycle in which the comparison and swap execute (Figure la;
Figure 1b shows this slab in the (width, offset) plane). Eleven points, all within width €
[6,12] and offset € [—12, 6], reach 3/3 with no resets or corrupted responses, and only
one edge point drops to 1/3. The fault is thus clean and tolerant of timing jitter; we take
(ext_offset,offset,width) = (3, —6,12) as the operating point.

Glitch-parameter map across clock cycles (OSIDH-LD)
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(a) Outcome map over ext_offset € [0, 10].
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Figure 1: Coarse clock-glitch sweep on the STM32F303 (single-skip mode). Each attempt
is a success, with RO left at its own sentinel (Success), a device reset (Reset), or a correct
survival (Normal). (a) Every success concentrates in a single cycle, ext_offset = 3,
confirming that the comparison and swap execute there. (b) Eleven points of that slab
reach 3/3 with no resets; we operate at (width,offset) = (12, —6).

Fault reliability. At the operating point, all 50 consecutive attempts returned 0x00 with
no resets, giving p > 0.94 (one-sided 95% Clopper—Pearson bound) at the isolated site.
The deterministic-CSIDH rate of 3/1281 =~ 2.34 x 103 is not directly comparable, since
that sweep was not first localised to a single cycle; what this figure shows is that, once the
glitch is aligned to the comparison, the skip is essentially deterministic.
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From fault rate to recovery cost. Recovery compares the faulted public key against
the honest one over all r = 13 j-invariants of the orientation cycle and binary-searches
each of the n = 49 secret components, an information-theoretic worst case of 297 oracle
queries (Section 4.3). Turning queries into physical attempts depends on p: an “effective’
outcome confirms s; > 7 on the first observed skip, whereas a “no-op” outcome must be
confirmed by enough repeats that a genuine skip would almost surely have appeared—the
repeated-trial overhead noted by [15]. Figure 2 plots the resulting expected number of raw
glitches for a full key against p. At the measured p =~ 1 the no-op confirmation collapses
to one attempt per threshold, so recovery costs about 259 glitches on average (297 worst
case)—one per query; at the lower confidence bound p = 0.94 it costs about 753. At the
dCSIDH rate p = 3/1281 the same model predicts about 7.7 x 10° attempts, and between
2.6 x 10° and 3.8 x 10° across its Clopper—Pearson interval. These are estimates under the
fault model of Section 4.1, not measured attack costs: they assume that the glitch leaves
the output unchanged on steps whose honest mask is zero (see below).

)

Full-key recovery cost vs. fault success rate (OSIDH-LD 1d256)

dCSIDH rate p=0.00234
106 4 ~ 773,893 glitches

105 4

104 -

expected raw glitch attempts (full key)

3
10 measured p~ 1.0
297 worst-case oracle queries 259 glitches
1073 1072 1071 100

per-attempt fault probability p

Figure 2: Expected raw glitches for full-key recovery on OSIDH-LD (1d256) as a function
of the per-attempt fault probability p, under the repeated-trial model (per-threshold miss
probability < 107%). The dotted line is the 297-query worst case; the average over all
components is 259. The markers show the dCSIDH rate and the measured OSIDH-LD
operating point. The model assumes the glitch has no effect on steps whose honest mask
is zero.

Scope and limitations. Both hardware campaigns fault only steps whose honest mask
is all-ones (¢ > s). Recovery also reads queries on zero-mask steps as no-ops, relying on
the model of Section 4.1 that a 1 — 0 fault on a zero bit has no effect.

As for deterministic CSIDH, we fault an isolated control site behind a dedicated
trigger, not a full on-device group action. A complete OSIDH-LD execution evaluates
the comparison B -r- ). e; = 35-13-53 = 24115 times, in groups of r = 13 equivalent
instances per target (u,i,t). What remains is trigger isolation, firing the already reliable
skip on the chosen (u,i,t), which the deterministic, public schedule should in principle
allow from a single power trace.

6 A fault-resistant variant

With the attack presented in this paper as evidence, we argue that a fault-protected imple-
mentation of CSIDH must not be deterministic. Indeed, a deterministic implementation
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lets the attacker choose which isogeny computation to fault. This is consistent with [5],
where the disorientation attack required fewer samples against CTIDH than against the
original CSIDH. We therefore propose countermeasures that break determinism while
keeping the schemes constant-time and dummy-free. By introducing randomness, we aim
to prevent the output of a faulted execution from immediately revealing information about
a specific secret component s;. We analyse two countermeasures: shuffling the order of
the primes, and randomizing the order of the outer loop. Shuffling suffices when a fault
causes an execution error, as in OSIDH-LD, provided one extra iteration with the all-zero
exponent vector is appended so that no fault lands in the unchecked last iteration. In
deterministic CSIDH, a fault yields a valid but wrong curve that cannot be detected at
little extra cost, so the second countermeasure is needed there.

6.1 Randomizing the order of the primes

In Algorithms 1 and 2, the prime-degree isogenies are computed in a fixed and publicly
known order. In the OSIDH-LD case, for each i, the algorithm computes e; consecutive
isogenies of degree {;, processing the primes in increasing index order. Therefore, a fault
targeting the secret-dependent control bit at loop indices u, 4, 7 and ¢ can be directly
associated with the prime ¢;, and hence with the secret threshold s;. As shown in Section 4,
the attacker can recover the targeted control bit and hence the lane on which the ¢;-isogeny
is computed: the default lane if the bit is 0, and the companion lane otherwise.

The order in which the prime-degree isogenies are computed does not affect the
final output. This follows from the commutativity of the underlying class-group action.
Therefore, instead of processing the primes in the fixed order 1,2,...,n, we propose
sampling a random permutation of the prime indices and evaluating the corresponding
prime-degree isogenies according to this randomized order. A fresh permutation is sampled
for every new execution of the algorithm. As a result, the attacker no longer knows in
advance which prime-degree isogeny is processed at a given physical loop position and
therefore loses the ability to deliberately target a chosen s;. Nevertheless, forcing the
secret-dependent control bit from 1 to 0 still causes the corresponding prime-degree isogeny
to be evaluated on the wrong lane.

In what follows, we analyse the effectiveness of this countermeasure in both the
deterministic CSIDH case and the OSIDH-LD case. We consider a countermeasure
effective not only when it prevents full key recovery, but also when it significantly increases
the number of successful faults required by the attack.

Protecting CSIDH. For the proposed non-deterministic implementation of CSIDH given
in Algorithm 3, a precisely timed fault forcing the secret-dependent control bit from 1 to 0
causes the current prime-degree isogeny to be computed on the wrong lane. For a fault
targeting the isogeny computation corresponding to outer-loop counter j and inner-loop
counter k, one ¢;-isogeny is computed on the default lane instead of the companion lane,
where i := 7(k). At a high level, this amounts to forcing the algorithm to apply the action
of the ideal class corresponding to the exponent vector

($1,.-,8i+1,...,80).

Since this still corresponds to a valid computation, but with an incorrect key, the algorithm
returns a valid curve. In particular, the faulty output £y and the correct output E. satisfy

E, =[] %« E.

This corresponds to a disorientation fault and, even though the degree ¢; of the corrupted
isogeny is not known, the attacker can determine it by brute-forcing all n possibilities.
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However, if the secret-dependent control bit is already 0, the fault does not alter the
normal execution, and the attacker observes the correct output. Therefore, to recover the
control bit for a given prime ¢;, the attacker must repeatedly inject faults in a fixed loop
position until either a corrupted output differing from the correct one by an ¢3-isogeny is
observed, or until the probability is high enough that 7(k) = i has occurred at least once.
In the first case, the attacker concludes that the corresponding control bit is 1, otherwise,
the attacker concludes with high probability that it is 0.

Using this observation, one can design a simple attack against Algorithm 3. Namely,
for each j = 1,..., B, the attacker repeatedly injects faults at the fixed loop position (j, k),
until 7(k) has taken every value in {1,...,n} at least once with high enough probability.
From the outputs that differ from the correct one, the attacker learns the primes ¢; for
which the corresponding control bit was 1, and therefore s; < j. For the remaining
primes, the attacker can assume with high probability that s; > j. The number of faults
required for each fixed fault position (j, k) corresponds to the well-known coupon collector
problem [2, 23]. Since 7 is sampled uniformly at random for every execution, 7(k) is
uniformly distributed over {1,...,n}. Therefore, the expected number of successful faults
required is

nH, = nil,
k:1k

where H,, is the n-th harmonic number. Repeating this for all B values of j gives that the
expected total number of required successful faults to recover all s; is B - nH,,.

As in Section 4.2, binary search reduces the number of successful faults, but in this
case, it yields a more elaborate analysis. For each prime ¢;, Algorithm 3 computes the s;
isogenies on the default lane before the B — s; on the companion lane, so the control bits
of each prime form a non-decreasing sequence and s; is the position of the rightmost 0
(s; = 0 if all bits are 1). We run the binary searches for all primes in parallel, grouping
the primes by their current search interval, initially [1, B]. In the first step, every prime is
queried at M = [(1 4 B)/2], leaving the interval [1, M — 1] or [M + 1, B]; each later step
queries every group at the midpoint of its interval, doubling the number of groups, and
the search ends after at most [logy(B + 1)] steps.

Parallelism pays off because all primes in a group share the same midpoint. As discussed
earlier, nH,, successful faults are expected to determine the control bit at j = |[(1 + B)/2]
for all primes. If this splits the primes into groups of sizes m and n — m, the next two
queries need nH,, and nH,_,, faults in expectation, by the variant of the coupon collector
problem in which each coupon in a fixed set of m out of n coupons must be drawn at least
once.

To get a feeling for how this parallel binary search attack performs compared to the
one discussed in Section 4.2, we first consider a scenario in which the required number of
successful faults is expected to get close to the theoretical upper bound. Namely, at each
step of the binary search with search interval [L, R], the corresponding group of primes
splits almost perfectly into two equal subgroups associated with the subintervals [L, M — 1]
and [M + 1, R]. This means that the parallel binary search visits all leaves of the tree
representing the binary search, and the number of primes associated with each leaf is as
equal as possible. This archives the theoretical upper bound assuming that B = 2* — 1 for
some z > 0, i.e., the tree is a perfect binary tree, and n is divisible by (B 4 1)/2. Then,
under this assumption, the expected total number of faults T" required to recover all secret
components s; is given by the simplified formula.

2 B+1

z—1
T =nH,+2nHy +4nHy +8nHy + -+ EFnH 5 =n> 2" Ha
k=0
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Although no closed-form expression is available in the general case, this special case
gives a useful benchmark. The attack from Section 4.2 requires at most n [logy(B + 1)]
faults. We then observe that

z—1 z—1
nz2kH2% > nz2k =n(2* —1) =nB >nlogy,(B+1)].
k=0 k=0

Thus, under the assumptions stated above, the countermeasure increases the number of
faults required for full key recovery.

When the assumptions of B being an almost-power-of-two and (B + 1)/2 dividing n
are not met, this formula overestimates the worst case. For instance, for the parameters
of deterministic CSIDH-512 (n = 74 and B = 5), the formula (taking = = [log, B| = 3)
gives us an approximation of 2025 successful faults, while the correct count is 1605. We
obtained the latter by finding the worst-case key using dynamic programming techniques,
since we can not derive a closed formula.

On the other extreme, we consider a scenario in which the required number of successful
faults is close to the theoretical lower bound. First, we observe that

H,+H,_, >H,

for all 1 < m < n. Hence, splitting a group of primes into two non-empty subgroups
increases the combined expected cost of the next binary search step. Using this observation,
one can show that the lower bound is achieved when all primes follow the same sequence of
steps in the binary search, which corresponds to s; = --- = s,,. In this case, the expected
number of successful faults required per step is nH,,. Thus, for fixed parameters B and n,
the expected total number of faults required for full key recovery is approximately

nHylogy(B +1).

In fact, under the prescribed binary search, the minimum possible number of steps is
[logy (B + 1), while the maximum is [logy(B + 1)], depending on the value that all s;
take. For the CSIDH-512 parameter set, the minimum possible number of steps performed
by the binary search is

[logy(B +1)] = [log, 6] = 2.

Therefore, the expected number of successful faults required by the parallel binary search
is approximately bounded below by

74 - Hpy - |log, 6] ~ 74 - 4.888 - 2 ~ 723.

The countermeasure significantly increases the fault complexity of full key recovery.
More importantly, it renders the attack probabilistic, i.e., the exponent threshold is lower-
bounded only with some probability even under the assumption of perfect fault injection
success rate. The candidate solution can ultimately be corrected with a meet-in-the-middle
search to the non-faulty curve. However, each mistake induces an exponential growth in
the complexity of this final phase of the key recovery. There is also a natural trade-off
between the number of faults used for the attack (going beyond the coupon collector
problem threshold) and the correctness offset of the obtained key candidate.

Protecting OSIDH-LD. In Algorithm 4, the j-th output tuple is computed using the j-th
and (j + 1)-th tuples from the input full kernel representation, independently of the other
tuples in the output full kernel representation. Therefore, a fault affecting one outer-loop
iteration corrupts only the corresponding output tuple.
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Algorithm 3: Non-deterministic CSIDH. Highlighted lines randomize the order of the
primes.

Input: Same as Algorithm 1.
Output: Same as Algorithm 1.

1 (P, Q") « (P,Q);

2 T 4+ a random permutation from Sy, ;

3 for j < 1 to B do

4 (PH,P7) « (P, Q");

5 m <+ Hl li;

6 for k < 1 ton do

7 i+ 7(k);

8 if j < s; then

9 m < m/l;;

10 K + [m|PT;

11 (E*, PT,Q’) + Eval-f;-isogeny(E™T, K, PT,Q’);
12 P~ « [4;]P;

13 else

14 m < m/l;;

15 K+ [m]P~;

16 (E~,P~,P') + Eval-{;-isogeny(E—,K, P, P');
17 | Pt [6]PT;
18 (E~,P') + Eval-4-isogeny(E—, P');
19 | assert Et =E—;

return (E1, P/, Q");

N
o

The effect of the fault is similar to the deterministic CSIDH case. For a fixed outer-loop
counter j, forcing the secret-dependent control bit from 1 to 0 shifts the j-th output curve
by one /;-isogeny in the positive direction:

correct -1 faulted
B = (L] B,

where ¢ := 7(k) denotes the prime index selected by the randomized ordering. More
precisely, the fault causes the meeting point of the two lanes to shift. Since the two lanes
still reach a common codomain, the lane-consistency checks during the same iteration of
the group action do not detect the fault. The result is therefore a full kernel representation
in which one tuple is internally consistent, but the required relation between this tuple
and its neighboring tuples is no longer satisfied:

n n

[T« By = B = [T * By

i=1 i=1

This becomes relevant when the resulting representation is fed as input to the next group-
action iteration. During the next application of Algorithm 4, when processing the same
outer-loop counter j, the two lanes fail to meet, and the lane-consistency checks detect
this unexpected behavior of the algorithm.

For the fault-resistance analysis, we assume that the algorithm aborts whenever a
lane-consistency check fails. Consider a fault targeting outer iteration u < B — 1 of the
group action, counting from 0 as in Section 4.3. If the targeted control bit is 0, the attacker
obtains the fault-free result and cannot recover the degree ¢; of the corresponding isogeny
computation. If the control bit is 1, the algorithm instead aborts with an error, and the
attacker still cannot determine the degree of the affected isogeny.

The caveat is that, for faults targeting the last iteration (u = B—1), the lane-consistency
checks will not cause the algorithm to abort. Therefore, in the case where the control
bit is 1, the attacker observes the corrupted output and can infer the prime degree of
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the targeted isogeny. More precisely, if s; > (B — 1)e;, then the attacker can recover
s;. Ignoring for simplicity the two primes that have e; > 1, the required number of
successful faults is approximately nH, = 49H 49 ~ 219. To mitigate this issue and make
the class-group action resistant to the proposed attack, we suggest adding one additional
group-action iteration at the end that applies the action of the ideal class corresponding
to the all-zero exponent vector. This additional step does not change the final output,
but protects the secret components s;. For the 1d256 parameter set, this corresponds
to using B = ITERATIONS = 36 applications of Algorithm 4. We note that the trade-off
between time complexity and security is justifiable in this case, since the final variant of
the algorithm fully protects the secret key against the proposed attack.

OSIDH-LD comes with several algorithmic optimizations compared to the original
variant in [17]. The analysis of the impact of our randomization techniques on these
optimizations, as well as their eventual reconstruction, remains open.

Algorithm 4: OSIDH-LD group action with randomized prime ordering (one iteration).
Highlighted lines randomize the order of the primes.

Input: Same as Algorithm 2.
Output: Same as Algorithm 2.
7 < a random permutation from Sy, ;
for j < 1 to r do
RO < (Ej, Pj7 Qj)?
Ry + (Ejt1, Qj+1, Pjy1); // indices mod r
m < H;;l 074
for k < 1 ton do

i+ 7(k);

fort + 1 to e¢; do

L // Perform the corresponding ¢;-isogeny step as in Algorithm 2

®» N G h W N R

9 Ro[1] + R1[2];
10 E'; + IsoFix(Rp, R1); // isomorphism identification for E;

11 return Ef,...,E/;

6.2 Randomizing the order of the outer loop

To further strengthen the countermeasure in the CSIDH case, we propose an additional
modification to Algorithm 3, namely to randomize the order of execution of the outer loop.
In Algorithm 3, for each prime we first compute the s; isogenies on the default lane, and
then we compute the B —s; isogenies on the companion lane. This is a crucial characteristic
that lets us upper/lower bound s; with one query and allows for a binary search. With
this countermeasure, we still compute s; isogenies on the default lane and B — s; on the
companion one, but in a randomized order. In this case, when a disorientation fault shows
that a given ¢; was computed on the wrong lane, the only information we can infer is that
s; < B.

This countermeasure is not leakage-free, because an attacker can still try to perform a
statistical analysis and potentially reduce the search space for a meet-in-the-middle-style
attack. We briefly summarize the ideas, without giving a concrete estimation on the
number of required successful faults, mainly because it is hard to say how close a key
candidate must be for the final search to be practical.

One option is for the attacker to fault only a single physical loop position (A, k) for fixed
h and k. Then, the pair (j,4), where j := p(h) € {1,...,B} and i := 7(k) € {1,...,n},
can take B - n possible values. We use the observation that if one knows the proportion

B—Si

Ri = B
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of isogenies on the companion lane among the total number of isogenies, then the secret
value s; can be recovered as s; = (1 — R;) - B. We therefore approximate R; from the
observations obtained after injecting sufficiently many faults at the fixed loop position
(h, k). Assume that a total of T' faults is injected, and let T; denote the number of times
a faulty output corresponding to the prime /¢; is observed. Since such an output implies
that the targeted control bit was 1, and the degree of the corresponding isogeny can be
recovered by brute force, T; can be determined from the faulty outputs. We can then use
the following estimator for R;:
R =1
YoT/n’

where T'/n represents the average number of faults associated with each prime, since the
primes are sampled uniformly at random. Note that this estimate is imprecise because the
collected data only tells us how many times the prime ¢; appeared on the companion lane,
but not how many times it appeared in total. Nevertheless, a candidate for the secret key
is then the exponent vector (si,...,s]), where s} := (1 — R}) - B.

e n

Algorithm 5: Even more non-deterministic CSIDH. Lines highlighted in blue randomize
the order of the primes, as in Algorithm 3; lines highlighted in orange randomize the
order of the outer loop.

Input: Same as Algorithm 1.
Output: Same as Algorithm 1.

7 < a random permutation from S, ;
p < a random permutation from Sp ;
for h < 1 to B do

J < p(h);

(P, P7) « (P, Q");

m<4— H:zl Lis

for £ <+ 1 ton do

i+ 7(k);

if j < s; then

m < m/l;;

K « [m]PT;
(ET,PT,Q’) + Eval-{;-isogeny(ET, K, PT,Q’);
P™« [t]1P;

© O N O «oh W N =

HoE e e
@ N = O

Ise

-
'S
o

m < m/l;;

K + [m]P~;

(E=,P~,P') + Eval-{;-isogeny(E~, K, P~,P’);
| Pt « [@Z’]P+;

o e
N o o

-
4

=
©

(E~,P') + Eval-4-isogeny(E~, P');
| assert Et =E—;

return (E1, P/, Q");

N
=}

N
-
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