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Introduction

Why study post-quantum?

"Somebody announces that he's built a large quantum
computer. RSA is dead. DSA is dead. Elliptic curves,
hyperelliptic curves, class groups, whatever, dead, dead, dead.”
(Bernstein, 2005)
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Introduction

In other words...

T'WE INVENTED A QUANTUM
COMPUTER, CAPABLE OF
INTERACTING LIITH MATTER
FROM OTHER UNIVERSES
TO SOLVE COMPLEX

EQUATIONS.

www.unitedmedia.com

ACCORDING TO CHAQS
THEORY, YOUR TINY
CHANGE TO ANOTHER
UNIVERSE WILL SHIFT
1ITS DESTINY,
POSSIBLY KILLING
EVERY

INHARITANT.

O

3T © 1997 United Fasture Syndicate, Ine.

SHIFT HAPPENS.

Copyright 2 1997 United Feature Syndicate, lnc.
Redistribution in whole or in part prohibited
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Overview

Lattice-based Crypto MQ-based Crypto

Isogeny-based Crypto

Code-based Crypto Hash-based Crypto

Technische Universiteit
e Eindhoven
University of Technology



How?

Ok! How to attack with quantum algorithms?
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Qubits

Superposition
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Qubits

Superposition

-==Trr—-- \/E
®! — 1)
Classical Bit Qubit
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Measuring Qubits

I KNOW WHAT
TE IT
HOULD BE IN...

DISQUALIFIED?! -
Explocing

1T'S JUST A THOUGHT
EXPERIMENT. OBSERVE Quantum
THE CAT IS FINE! Eotanglement

—
OPERN

ML

©2014 MATTHEW TARPLEY

WHHMARYDEATHCOMICS, COM

Measuring the state collapses the superposition
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Classical & Quantum Gates

Classical Gates

» Identity:
|b) |b)
» Negation:

o ot} 1

Hadamard Gate

. 1 1
.. . 1
» Definition: H = 7 (1 _1)

1b) \o>+(;§1>”|1>
5 5
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n-qubit system

Definition

) € C2 such that |||} || = 1
x€{0,1}»
where

Z |a><|2 =1

xe{0,1}"

Example - 2-qubit system

> 4 basis states
0) ©10), [0) ©11), [1) ©10),
1) ®|1)

> It is common to use |1) |0) or
|10)
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Deutsch-Jozsa Problem

Deutsch-Jozsa Problem

> Input: f:{0,1}" — {0,1} either constant or balanced
» Output: 0 iff f is constant
» Constraint: f is a black-box

Query Complexity

» Deterministic: 21 +1
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Deutsch-Jozsa Problem

Deutsch-Jozsa Problem

> Input: f:{0,1}" — {0,1} either constant or balanced
» Output: 0 iff f is constant
» Constraint: f is a black-box

Query Complexity

» Deterministic: 271 +1

» Quantum: 1
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Deutsch-Jozsa Algorithm

Implementation of S

) (~1)®)[b)

Quantum Circuit

) A5
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Deutsch-Jozsa Algorithm

Analysis n =1
0 )

» Initialization: |0)
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Deutsch-Jozsa Algorithm

Analysis n =1
0 )

> Initialization: |0)

> Parallelization: %(|O> + 1))
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Deutsch-Jozsa Algorithm

Analysis n =1
0 )

» Initialization: |0)
» Parallelization: %(|0> +11))

> Query: 5((=1)7@10) + (-1)"M) 1))
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Deutsch-Jozsa Algorithm

Analysis n =1

v

Initialization: |0)
Parallelization: %(|0> +11))

Query: 5((=1)"@10) + (1) 1))
Interferences: 3((—1)7©(|0) +|1)) + (1) ™)(|0) — |1))

v

v

v
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Deutsch-Jozsa Algorithm

Analysis n =1

Initialization: |0)

Parallelization: %(|0> + 1))

Query: Z5((=1)"@10) + (1) 1))
Interferences: 3((— )“0)(|0>+|1>) +(=1)"M(|0) - 1))
Final State: 3(((=1)7©@ + (1)) [0) + ((—=1)©@ — (~1)’ @) |1))

v

v

v

v

v
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Deutsch-Jozsa Algorithm

Generalizing...

|0™) |0™) iff f is constant

v

Initialization: [00...0) = |0")

Parallelization:zn% Z |x)
x€{0,1}"
Query: 557 Z (—1)7 |x)
xe{0,1}"
Interferences: % Z (_1)f(X)+X-y ly)
x,y€{0,1}"

Amplitude of [07): % Z (—1)f™
xe{0,1}n
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Quantum Fourier Transform

Quantum Fourier Transform

QFT,|x) =

2 S0

where

x-y:ZX,-y,- mod 2
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Simon's Problem

» Input: f:{0,1}" — {0,1}" such that

s € {0,1}":Vx £y, f(x)=f(y) <= y=xIs
» Output: s
» Constraint: f is a black-box

x) | Ur — [x) Ix) —{ Ur — |x)
0) —  — If(x) w) o — Iwaf(x))
Complexity

» Classical: O(v/2") queries by “Birthday paradox”

» Quantum: O(n) queries and circuit size O(n?)
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Simon's Algorithm

0" {QFT,HUr H QFTo | |y) 1y € s*

07)

— 1f(x)

v

Initialization: |0") |0")
Parallelization: 2n1/2 > 1x)10m)
Query f: 2,,% Z [x) [f(x))
Filter: %(\x) + |x @ s)) |f(x))

Interferences: W Z((—l)x'y + (—1)(X€Bs)'y) ly) 1f(x))

y
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Simon's Algorithm

> Initialization: |0")|0™)

> Parallelization: =z > [x)|0")

> Query f: 5b: > |x) [F(x))
» Filter: %(‘X) + |x @ s)) |f(x))

> Interferences: 57z Z((—l)x‘y + (1)) |y) |£(x))
y

sk O (1)L + (-1 |y) [F(x))
s >, ()Y ) [F(x))
y:s-x=0
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Simon's Algorithm

Finding s

v

After n + k interactions: y(), y( (k) ¢ gl
If s =0" the y's have full rank (n) with prob. > 1 —
If s £ 0" the y's have full rank (n — 1) with prob. >

Linear system where t denotes the unknown vector:

v

1
2K
1-—

v

2k+1

v

y(l).t:O = yl(l) th + ¥ t2+..-+}/1(11) th

y@.t=0 = y@ .5 4+ 44 yP o,

1)

y(”+k) -t=0= yl("+k) -t + y2("+k) b+ ... .+ y,(1"+k) -ty

System Solutions: 0's and s
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Quantum World - overview

Quantum Basics Quantum Algorithms:

» Qubits
» Quantum Circuit Model
» Quantum Algorithms

v

Deutsch-Jozsa Algorithm

v

Simon's Algorithm (Quantum
period finding)

Shor's Algorithm

v

v

Grover's algorithm
Quantum Walks

v

Quantum cryptanalysis research retreat (September 2016)
www.cryptme.in/slides
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Next Steps

Projects

| 4

Attack code-based cryptography (work with Aaron Lye from
Bremen)

Pre-image search with Grover's algorithm paralyzed (work with
Daniel J. Bernstein)

Estimation of gates and complexity of attack ECC (work with Tanja
Lange)

Quantum algorithms simulation in classical computers (work with
Tung Chou from Eindhoven)

Internship at Riscure with classical attacks on ECC
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Questions

Thank You!!

i Questions?
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